
Pump IT Up
Best practices and recommendations for  
a high-performing network infrastructure 

Drive the Performance of Your Dealership

This eBook was created in partnership 
with Cisco and CDK Global.



Just like the engines that power all the vehicles in your showroom, 

your network is the force that drives the performance of your 

dealership. Maintaining a network purpose built to meet the  

demands of your operations directly impacts your ability to  

compete at the highest level.

This easy-to-understand overview provides best practices and 

recommendations for a fast, reliable and secure business-grade 

network. You’ll learn how to:

• Build a wired network that supports your digital solutions

• Deploy a wireless network with the right capacity

• Reliably connect to applications housed in the cloud

• Maintain the security of your critical systems and records

Put Your Network to Work
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Many dealerships set up their networks using consumer-grade 

equipment purchased at big box stores. It’s the same solution 

that people use to connect to the internet in their homes. However, 

the growth of mobile applications and back-office systems is 

more than these low-performing networks can handle.

You need a network that lets you get the most out of customer 

contacts, marketing campaigns, inventory records, security 

cameras and operational systems. That’s why it’s critical that 

your dealership invests in business-grade equipment to properly 

support the requirements of your wired and wireless networks.

Business-grade equipment enables your network to run on one 

unified platform from which all devices and systems can be easily 

managed, to keep your dealership on track.

Making the Grade
What is “business grade”?
Business-grade network equipment is designed to:

• Securely support multiple simultaneous users and applications

• Provide high reliability and network performance

• Intelligently separate business-application traffic from visitor  

traffic for better performance

• Enhance the overall experience of customers visiting your dealership

• Enable you to run analytics on sales, marketing and service

Did you know?

CDK Global recommends Cisco switches 

and routers for business-grade reliability.
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A business-grade wired network — also called a local area network (LAN) — is the  

foundation that supports all of your digital connections. It’s the backbone of everything  

you do.

Top three ways your wired network should meet the requirements  
of evolving technical capabilities

1.  Be resilient to withstand multiple simultaneous users and traffic surges.

2. Be scalable to easily grow as needed.

3. Be robust to meet capacity needs for multiple applications and users.

Best practices for wired networks
Wired for Success

Best practices and recommendations

NETWORK DESIGN TIPS TECHNICAL TIPS EQUIPMENT TIPS

All equipment should be rack 
mounted and housed in a 
climate-controlled locked room 
or closet with battery and 
generator backup systems.

Virtual local area networks 
(VLANs) that segment traffic 
(e.g., dealership/business traffic 
and guest traffic) are ideal. Use 
Dynamic Host Configuration 
Protocol (DHCP) and Internet 
Protocol (IP) addressing to 
simplify address management.

Switch access port speed of 
1 gigabit is recommended to 
support current technologies 
and applications. Uplink ports 
between switches should also 
be at least 1 gigabit. 

To make troubleshooting easier, 
all network devices should be 
manageable from a central 
interface. Devices that are 
managed via the cloud  
are highly recommended.

Carefully select the internet 
address range that best 
supports the number of devices 
you’re using from your service 
provider.

Use Power over Ethernet (PoE+) 
switches to power phones, 
access points and other PoE 
devices.

A business-grade wired network is the 

backbone of your dealership’s digital 

strategy and powers connections to all 

your trading partners and customers.

CDK Global (application  
provider)

OEMs and Partners

Off-Campus  
Sales & Service

Configure and manage 
via intuitive web-based 
dashboard

Management  
Data

Wired Network/Dealership Campus

Cloud
Data Center
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Your employees use mobile devices to engage customers and manage services,  

while customers expect great wireless coverage in guest areas.

The result? Capacity is key to enable the network performance needed to support 

internal business applications and provide a great experience for customers.

Best practices and recommendations

NETWORK DESIGN TIPS TECHNICAL TIPS EQUIPMENT TIPS

Conduct active and passive site 
surveys to determine optimal 
placement of wireless access points.

In general, every omnidirectional 
wireless access point should cover 
approximately 5,000 square feet  
of your dealership.

Choose business-grade wireless 
access points with radio resource 
management capabilities (AutoRF).

Consider the number of 
simultaneous devices and 
applications that will need wireless 
access to determine throughput 
requirements.

Use Power over Ethernet (PoE)  
to power access points and  
reduce the need to add electrical 
service outlets.

Select access points that can 
be cloud managed to simplify 
deployment, ongoing management 
and ensure consistent coverage 
throughout the dealer campus.

Separate traffic by user groups 
such as customers, dealership 
device and Voice over Internet 
Protocol (VoIP) to increase  
network performance.

Proper location of wireless access 
points is crucial and often the  
most overlooked aspect of  
network performance.

Wi-Fi equipment should allow for 
future technologies such as location 
analytics, which can help measure 
foot traffic, for example.

Best practices for wireless networks

Capacity, Meet 
Productivity 
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Reliable connectivity everywhere

A wireless network that balances signals for consistent coverage 

means employees and customers enjoy seamless roaming no matter 

where they are in the dealership.

All-over consistent wireless coverage boosts productivity
Before and After

Inconsistent coverage limits the ability of 
devices to connect to the wireless network.

Consistent, strong coverage throughout the dealer campus 
keeps everyone connected.
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Connected cars and the Internet of Things
You’ve probably heard about connected cars that are equipped  

with internet access — as well as wireless local area networks.  

These technical capabilities enable the connected cars to share 

internet access with other devices, both inside and outside the 

vehicle. The Internet of Things (IoT) enables vehicles to connect  

with diagnostic devices to 

troubleshoot issues. 

How does this affect your  

business? It’s critical that  

the wireless network at your 

dealership is robust so that it  

can showcase these innovations.

Did you know?
A cloud-managed Wi-Fi network simplifies the deployment and 

management of your wireless network and provides:

• Roaming capabilities, so devices stay connected as people  
move around your dealership’s campus

• Automatic balancing of channels and signal strength

• Detection of rogue access points (rogue APs)

• Automated firmware updates

• Advanced reporting

• Bandwidth and capacity monitoring 

• Advanced troubleshooting tools

Support for your evolving needs
Getting the Most out of Wi-Fi
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Connections to cloud-hosted applications are critical for most dealerships. It’s where you 

access your Dealer Management System (DMS), hosted telephony or VoIP providers, 

and other internet-based applications such as OEM applications and banking.

Your wired and wireless network configurations are key to how your dealership maintains 

connections to cloud-based applications.

Best practices and recommendations

NETWORK DESIGN TIPS TECHNICAL TIPS

Install two or more business-grade  
circuits from diverse service providers  
to ensure connectivity.

Evaluate your internet usage requirement at 
least annually. Expect an annual bandwidth 
growth rate of 25–50 percent.

High-speed business-grade connections  
are preferred. 

Older edge routers cannot support today’s 
higher throughput demands. It’s likely time  
to upgrade if your routers cannot support  
100 Mbps or more. Deploy redundant edge 
routers or software-defined wide area network 
(SD-WAN) devices with internet virtual private 
network (VPN) failover to ensure that critical 
business traffic continues to flow.

Bandwidth requirements are based on the 
number of users and requirements for your 
applications. Consider room for growth  
when ordering circuits.

Order between 6 static and 14 routable 
Internet Protocol (IP) addresses, depending 
on the size of your dealership. 

Best practices for internet connectivity
On Cloud Nine

Did you know?
CDK Cloud Connect incorporates SD-WAN edge 

routers and dual business-grade circuits into your 

dealership’s network infrastructure, so you can 

ensure faster, more reliable connections to your 

critical applications and services hosted in  

the cloud. 

You’ll experience a private WAN-like experience 

over the internet with the throughput and reliability 

needed to power your dealership. CDK Cloud 

Connect recognizes what applications are running 

on the network and prioritizes traffic based on your 

requirements.

If the connection is slowed or fails, in less than a 

second CDK Cloud Connect routes traffic through  

a back-up link.



Pump IT Up 

10

Every day, the customer and business data stored on your network is exposed to malicious 

attacks. The Gramm-Leach-Bliley Act (GLBA) holds automotive retailers to the same standards 

and penalties for security breaches as other financial organizations.

Business-grade network security practices enable you to know what’s happening to your 

network in real time and take action when needed to protect your digital assets. 

Best practices and recommendations

NETWORK DESIGN TIPS TECHNICAL TIPS EQUIPMENT TIPS

All sites with internet 
connections should be protected 
by a stateful firewall.

Firewall rules should restrict 
open access to the network.

All Internet connections should 
be protected by a stateful or 
context-aware firewall.

Security Information and 
Event Management (SIEM) is 
recommended for real-time 
proactive monitoring of network 
security incidents to identify  
and remediate threats.

PCs should be protected with 
enterprise antivirus software 
for the central management of 
threat remediation.

Unified Threat Management 
(UTM) devices should be 
sized properly for the internet 
connections that they protect.

Advanced content filtering 
provides customizable web, 
protocol and application traffic 
filtering to protect network 
resources.

Directory services should be 
deployed to control access 
and authentication to network 
resources. Directory services 
should be configured to enforce 
dealership-specific standards, 
such as password requirements, 
document storage and 
authorized user settings.

UTMs should include Intrusion 
Detection/Intrusion Prevention, 
Data Loss Prevention (DLP), 
perimeter antivirus and 
antispam protection.

Best practices for network security
Safe & Sound

Did you know?

Network security threats are constantly 

evolving. The 2017 State of SMB 

Cybersecurity Report by Ponemon Institute 

finds that 61 percent of small- and medium-

sized businesses in the United States 

experienced a network attack in the previous 

12 months, up 6 percent from 2016. The 

most alarming finding from the report is that 

most small business owners don’t understand 

the risk and do not have in-house expertise 

to fight attacks. That’s why it’s important to 

stay vigilant and keep your network up to 

date with the latest security technologies and 

processes, and to make sure that dealership 

staff is well trained on security topics. 

By 2022, cybersecurity ratings will 
become as important as credit ratings 
when assessing the risk of business 
relationships.
Source: Gartner Research, “Predicts 2018: Security and Risk 
Management Programs,” Nov. 16, 2017
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Enhance your dealership’s critical network and IT systems

Five Tips for Managed 
and Monitored Solutions

Excellent sales and service drive your success. Your team relies 

on the network and IT systems to be there every step of the way 

to make sure that customers are highly satisfied with all their 

interactions with your dealership. 

1 2 3 4 5

Use business-grade 

equipment to enable 

reliable, fast network 

performance.

Consider wired and  

wireless network 

requirements to make  

sure that you are properly 

connected to the cloud  

for access to critical apps.

Deploy a wired network 

design that’s built to  

handle lots of users and  

traffic surges, and easily 

scales as needs change.

Stay vigilant and up to  

date on network security 

threats and ways to  

mitigate attacks.

Maintain a wireless  

network that has the  

right capacity to support 

the needs of employees  

and customers.

Here are the top five things a trusted managed services provider can provide for your dealership to make 

sure that your network and IT solutions support operational goals.

Managed and monitored solutions ensure reliable, up-to-date and 

secure connectivity for all the devices and operational tools that keep 

your dealership moving forward. You can focus on your core business 

knowing that the software is current, the network is monitored for 

threats, and support is there when needed to fix issues.
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Designing, deploying, securing and 

maintaining your dealership’s network 

infrastructure require managing  

lots of moving parts. Just like you 

recommend that your customers 

work with your service professionals 

to keep their vehicles in good order, 

it’s important for you to work with 

a knowledgeable partner for your 

network. So what should you do now?
Visit the CDK Global website  

to find out more about the 

networking solutions that 

pump up the value of IT  

for your dealership. You’ll 

learn about solutions to 

simplify your network and 

optimize internet-based 

application traffic.

Contact CDK. Our network 

experts can sit down with 

you and your IT staff to 

review technical standards 

and make specific 

recommendations to boost 

the power and efficiency of 

your network infrastructure.

Make informed decisions 

about how to upgrade your  

network infrastructure to 

meet your immediate digital 

needs and set yourself up 

for the future.

Steps to pump IT up for your dealership
What’s Next?

Visit Contact Make
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