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A large percentage of your business relies on your network. From the Parts and 
Service areas to the customer lounge to your Dealership Management System 
(DMS) and other business-critical applications, your dealership relies on a high-
performing network.

In this e-book, we’ll define the critical areas of a high-performing network, provide 
guidance for building out your network, and offer questions to ask when choosing        
a partner for a managed services approach to maintenance. 
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WHAT IS A                       
HIGH-PERFORMING 
NETWORK?

According to Right Scale’s annual State of the Cloud Report 
for 2019, 94 percent of companies are using some type of 
cloud service or application (Office 365, Gmail, DMS, etc.).       
You need reliable, robust and secure connections inside and     
to the cloud for your customers, employees and dealership.

Components of a high-performing network

Connectivity within 
your dealership

Connectivity to the 
outside (internet, 

OEM, and branches 
or locations)

Safety and 
security

Maintaining. 
monitoring, and 

managing

http://cdkglobal.com
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A high-performing network has the following components:

  
WHAT DOES A     
HIGH-PERFORMING 
NETWORK LOOK LIKE?

Connectivity within the dealership

To connect devices within the dealership, you will use a wired connection 
with network switches that manage the connections or a wireless (Wi-Fi) 
connection that uses Access Points that send out the signal and allow 
tablets, phones, and computers to access the network.

Considerations

Integration

Will new switches or access 
points integrate easily into your 
existing network or will they 
require a redesign and rebuild?

Security

Allowing customers and 
employees access to the same 
network can be a security 
risk. Are you able to create a 
customer-only network separate 
from your business network?

Administration

Can you view and manage 
which websites and Software 
as a Service (SaaS) tools 
users are accessing? 

continued to next page.

http://cdkglobal.com


Did You Know? 
Regional internet outages occur 

every 10-12 weeks 
on average. 
Learn how to protect your
dealership with SD-WAN.
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WHAT DOES A HIGH-PERFORMING 
NETWORK LOOK LIKE? (CONTINUED)

Connecting outside of the dealership

In order to access your email, DMS, or other similar 
applications you will typically use a router. This router 
manages all the connections from devices inside your 
network to the cloud and internet. Some applications,          
like your DMS, may require a secure VPN connection. 
Newer SD-WAN technology is another way you can   
connect to the cloud while protecting against internet 
outages, prioritize your business applications over non-
essential use like streaming video, and strengthen your 
unified communications like phone, video conferencing,     
and instant messaging.

Considerations

Prioritization

Not all internet access is created 
equally. Does your access to 
outside the dealership allow for 
prioritizing business-critical apps 
like your DMS or CRM over a 
customer streaming a video in 
the lobby?

Robust Connection

Does your solution protect you 
against unstable connections 
and outages? Does it monitor 
the health of your connections 
and automatically choose the        
best one?

Visibility

With all the traffic flowing    
out of your dealership, do you 
have the ability to see which 
sites and SaaS tools are 
being accessed?

Source: CDK Global Market Research Study 2018

https://www.cdkglobal.com/us/insights/business-can-no-longer-live-one-connection-alone
https://www.cdkglobal.com/us/insights/business-can-no-longer-live-one-connection-alone
http://cdkglobal.com


Did You Know? 

84% 
say they wouldn’t make 
a second purchase with 
a dealership that had a 
security breach.

Learn how to protect your 
dealership from cybercrime.

of customers 
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SECURITY

A high-performing network will be safe and secure for 
its users. This means you will have a way to protect and 
monitor your network like seeing who is connecting to the 
Wi-Fi or accessing your business records. You will also 
be looking at what’s coming in and out of your network 
so you can spot phishing emails or see if a computer         
has been compromised.

Considerations

Advanced Security

Security is more than a piece 
of hardware that sits on your 
network. Does your solution 
combine an advanced Unified 
Threat Manager (UTM) with 
security experts to protect your 
network perimeter and computers 
from malware like viruses?

24x7x365 Monitoring

Cyberthreats don’t sleep and 
neither should your security. 
Do you have a solution that 
is constantly monitoring and 
providing real-time alerts on 
events from your network?

Risk-based Approach

Your security partner and 
provider should understand how 
dealerships are unique. Do they 
understand the threats that can 
come up and provide effective 
strategies for handling them?

Source: Automotive News 

https://www.cdkglobal.com/us/insights/why-you-need-protect-your-auto-dealership-cybercrime
https://www.cdkglobal.com/us/insights/why-you-need-protect-your-auto-dealership-cybercrime
http://cdkglobal.com
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MANAGEMENT

A network is not a “set it and forget it” type of system. A high-performing 
network is one where the equipment is constantly maintained and 
supported if something goes wrong. The devices that make up the 
backbone of your network will be monitored to ensure they’re optimally 
running. The entire network, devices and connections will be managed.

Connectivity within 
your dealership

• Wired

• Wi-Fi

Connectivity to
the outside

• Router

• SD-WAN

• VPN

Security

• Protecting against     
   cyberthreats

• Monitoring inside     
   the network

• Monitoring what's  
  coming in

Management

• Maintaining and  
   supporting the    
   equipment

• Monitoring the  
  devices

• Managing the        
  network

http://cdkglobal.com


8cdkglobal.com

HOW TO BUILD A 
HIGH-PERFORMING

 NETWORK

BUILDING AND 
BUYING
The first step in putting together a high-performing network or upgrading your existing 
infrastructure is knowing where to purchase your equipment. Retail is great for home 
and personal use. However, your dealership has different needs. You will want to make 
sure your equipment is commercial-grade and ready to meet the demands of your 
employees and customers.

Commercial-Grade 
Equipment Supports more users 

and network capacity 
than home devices

Provides more security 
for sensitive info and 
legal needs

Stronger and broader 
Wi-Fi coverage

http://cdkglobal.com
https://www.cdkglobal.com/us/insights/are-you-prepared-california-consumer-privacy-act-ccpa
https://www.cdkglobal.com/us/insights/are-you-prepared-california-consumer-privacy-act-ccpa
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KEEPING YOUR 
NETWORK FRESH

Technology moves so quickly these days. Just keeping up with it can feel like a 
full-time job. Think about how many new smartphones you’ve purchased over 
the last few years. Why did you buy it? Was it for the newest technology like a 
better battery or camera? Was your old phone out of date or running too slow? 
The same goes for your network. You need to regularly update your equipment 
to take advantage of advances in technology.

Among other things, new technology can provide:

Older routers or switches 
may not be able to handle 
the fast download speeds 
offered by ISPs and carriers.

Whether it’s monitoring foot 
traffic by Wi-Fi connection 
or prioritizing your DMS over 
customers streaming videos 
online, new technology will  
have newer and better features.

New technology helps you 
stay one step ahead of 
cyberthreats by providing 
the newest security 
protocols, threat detection 
algorithms, and alerts if 
something is detected.

Faster Internet 
Speeds

More 
Features

Better 
Security

http://cdkglobal.com
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Chances are, you probably have a network that you’ve used for a while. It seems to work 
fine, so you don’t have many complaints. Status quo can be a hard thing to argue against. 
After all, if it’s not broken, then why fix it?

However, sticking with what you’ve got can keep you from having:

PRICE OF 
PROCRASTINATION

Better experience for customers Better experience for employees 
and your business

Foot 
traffic

Wi-Fi and 
application 
monitoring

Better indoor 
and outdoor  

Wi-Fi coverage

Separate 
guest and 

business Wi-Fi

http://cdkglobal.com
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MANAGED SERVICES
Properly managing a high-performing network is extremely important. You can cut costs 
and improve the operations of your IT infrastructure and network with a Managed Services 
approach. With this approach, you will outsource the maintenance, monitoring and 
management of your network to a partner.

For example: someone else to make sure your devices are running the most current patch 
or someone who can replace equipment if/when something goes down.

How to choose a Managed Services provider or solution

Access to new 
technology

An enhanced 
approach to IT

Day-to-day
network management

Regularly patched and 
updated so it stays current 

and performing well

Best-in-class equipment that 
is tested and vetted to work 

best in a dealership

Monitoring of your network 
and the devices that run it

Replacing and restoring of 
your network equipment

Managing the licenses 
and subscriptions for your 

equipment

Something isn’t working, a 
team is alerted, and they 

work to fix it

A team of dedicated experts 
on hand to respond to issues, 
monitor devices and maintain 

your network

http://cdkglobal.com
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MANAGED SERVICES IN 
A HIGH-PERFORMING 
NETWORK

Security
UTM and/or 

Firewall UTM and/or 
Firewall

Inside 
Connectivity

Switches

Wi-Fi Access 
Points

Customers and 
employees

Tablets

Phones

PCs

Outside
Connectivity

SD-WAN

Router

VPN

Cloud apps
(Email, Google, 
YouTube, etc.)

DMS, CRM, 
etc.

http://cdkglobal.com
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CONCLUSION

A high-performing network benefits your dealership by providing 
reliable, robust and secure connectivity for both your employees and 
customers. Adding on a managed services approach will take the 
maintenance, monitoring, and management off your plate so you can 
stay focused on selling.

If you’re looking to maximize your network speed and minimize 
your downtime, CDK Network solutions can help you ramp up your 
dealership’s capabilities.

Visit our Network Security page or email 
HESecurityAdvisor@cdk.com. 

Gold Partner

CDK Global is a Cisco Gold 
Certified partner in the U.S., 
allowing us to incorporate the 
deepest level of Cisco Meraki 
Lifecycle Services expertise into 
our offerings and demonstrate 
a measurably high level of 
customer satisfaction. 

Meraki Master Certified 

In addition, CDK Global is a 
member of an elite group of 
partners having reached Meraki 
Master Certification. We offer the 
following Cisco-powered services: 

• Managed Wireless LAN

• Managed Switching services

Nuspire 

To help dealers CDK has 
partnered with Nuspire, a 
state-of-the-science managed 
network security service 
provider for some of the largest 
companies around the world, 
to provide dealerships with a 
Network Protect solution to 
help provide ultimate network 
security at every dealership.

http://cdkglobal.com
https://www.cdkglobal.com/us/automotive/dealership-operations/networking/cdk-techcare
mailto:HESecurityAdvisor@cdk.com
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